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On Designing and Implementation of VPN Architecture
Enabling User’s Multiple Association

OSAMU HONDA, YOSHIHIRO HARA, HIROYUKI OHSAKI,*
MAKTO IMASE,t MASAHIRO MARUYOSHItit and KAZUHIRO MATSUDA

Recent development of network technologies enables network communications among various social or-
ganizations and enables various social organizations to be virtualized in networks. We named the mass of
virtual organizations “Cybersociety”. A “person” in the cyber-society needs to establish communication
associations with multiple virtual organizations with adequate security. Therefore, we believe that VPN ser-
vice is applicable to realize Cybersociety because of its security. In this paper, we propose VPN architecture
where a single user’s host can be simultaneously associated with multiple VPNs corresponding to virtual

organizations. Furthermore, we implement a prototype system to show feasibility of our VPN architecture.
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Table 2 Quantitative evaluation of scalability
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Fig.4 Logical network structure of our prototype system
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Fig.6 Logical network structure for evaluations
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Table 5 Static routing table of Host1 associated multi VPNs

Destination Gateway Genmask Iface
192.168.3.0 * 255.255.255.0| eth0.3
192.168.2.0 * 255.255.255.0| eth0.2
192.168.0.0 * 255.255.255.0| eth0
default 192.168.3.1 0.0.0.0 eth0.3
default 192.168.2.1 0.0.0.0 eth0.2
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